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CUSTOMER STORY SUMMARY

How a Global Energy
Organization Prevents
Removable Media-Borne
Threats with OPSWAT

Deploying MetaDefender Kiosk wasn't just a tactical move;
it was a strategically sound decision.
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Customer Stories

Background: A global provider of services Industry: Energy
and solutions for rotating equipment in Location: United States (with offices worldwide)
the power, oil and gas, alnd industrial Size: 3,000+ employees
markets. They also provide aftermarket i

) . ) . Products Used: OPSWAT MetaDefender Kiosk
parts, engineering solutions, and technical

consultancy to support the needs of its Technologies Used: Deep CDR™ and
diverse customer base. Multiscanning (with up to 30+ Antivirus Engines]

AN

Challenge

A global energy company found itself facing a crucial decision when its removable media
scanning solution reached EOL [end-of-life]. Faced with the need to replace their existing
security measures, they seized the opportunity to not only find a suitable replacement

but also to fortify their overall security posture. Operating across various continents with

a diverse range of assets and facilities, they required a solution that could seamlessly
integrate with their existing infrastructure while ensuring comprehensive security coverage.

Solution

By leveraging MetaDefender Kiosk's versatility, ruggedness, integration capabilities, and
advanced threat detection and prevention features, they were able to enhance security
across their global operations and shrink the overall attack surface, ensuring the resilience
and integrity of critical infrastructure and operations for themselves and their customers.

Outcomes

o Easy Transition: MetaDefender Kiosk easily integrated with the organization’s existing
workflows.

+ Reliable Removable Media Security: MetaDefender Kiosk was able to stand up to the
organization’s harsh production environment.

* More Engines are Better Than One: Their EOL removable media solution relied on a single
antivirus engine for scanning whereas MetaDefender Kiosk offers options for more than
30 engines simultaneously scanning devices for threats, increasing detection rates to
over 99%.

* Prevent Threats Others Miss: Deep CDR technology that comprehensively scans all files
processed by MetaDefender Kiosk eliminating hidden threats before rebuilding files for
safe use.

o Compliance: Taking proactive steps to invest in the right technology is helping the
organization comply with key regulations and frameworks.
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https://www.opswat.com/products/metadefender/kiosk

